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Regulatory Compliance

FCC ClassA Notice. The equipment complieswith Part 15 of the FCC Rules. Operation issubject to the
following two conditions: 1) Thedevice may not cause harmful interference, and 2) This equipment must
accept any interferencereceived, including interference that may cause undesired operation.

The equipment has been tested and found to comply with thelimitsfor aClass A digital device, pursuant to
Part 15 of the FCC Rules. Theselimits are designed to provide reasonabl e protection against harmful
interferencein aresidential installation. The equipment generates, uses and can radiate radio-frequency
energy and, if not installed and used in accordance with theinstructions, may cause harmful interferenceto
radio communications. However, thereisno guarantee that interferencewill not occur in aparticular
installation. Operation of thisequipment in aresidential areaislikely to cause harmful interference. In such
acase, theuser will berequired to correct theinterference at hisown experience.

Do not makemechanical or electrical modificationsto the equipment.

Industry Canada: ThisClassA digital apparatus meetsall requirements of the Canadian Interference-
Causing Equipment Regul ations.

Cet appareil Numérique de la classe A respecte toutes les exigences du Réglements sur le matériel
brouilleur du Canada.

VCCI ClassA Notice: This is a Class A product based on the standard of the Voluntary Control Council
for Interference from Information Technology Equipment (VCCI). If this equipment is used in a domestic
environment, radio disturbance may occur. In such a case, the user may be required to take corrective
actions.

JapaneseVCCI ClassA Satement

CORER. BRBERESERBEEEIRGIHHS( VCC T H)DEHE
CESLK I T AABRRMEECT. CORECRERTCERT 5 LE)
IMEZSICRITIEHHY 7. SOBARCIERELEN SR EHES
HEIBRSNLEIEXNHY 27,

Taiwan EM C Satement

BEREE

BEMER  ERENRETERR AT EERER
:HE = E BT » B SRERRNELEERNER
CE Notice: The CE mark on this equipment indicates that this equipment meets or exceeds the following

technical standards: EN50082-1, EN55022, EN60555-2, EN61000-4-1, EN61000-4-2, EN61000-4-3,
EN61000-4-4, and EN61000-4-5.
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Safety Information

Caution—The management processor module inthis product containsal ithium Battery. Batteriesare not
customer replaceabl e parts. They may explodeif mishandled. Do not dispose of the battery infire. Do not
disassembleor recharge.

Caution—Alteon WebSystems products are designed to work with single-phase power systemshaving a
grounded neutral conductor. To reduce therisk of electric shock, do not plug Alteon WebSystems products
into any other type of power system. Contact your facilitiesmanager or aqualified electricianif you are not
sure what type of power issupplied to your building.

Caution—Not all power cords have the same ratings. Household extension cords do not have overload
protection and are not meant for use with computer systems. Do not use household extension cordswith
your Alteon WebSystems product.

Caution—Your Alteon WebSystems product is shipped with agrounding type (three-wire) power cord. To
reducetherisk of electric shock, always plug the cord into agrounded power outlet.

Nordic Lithium Battery Cautions

(Norge) ADVARSEL —Litiumbatteri - Eksplosjonsfare. Ved utskifting benyttes kun batteri som anbefalt
av apparatfabrikanten. Brukt batteri returneres apparatleverandgren.

(Sverige) VARNING—Explosionsfara vid felaktigt batteribyte. Anvdnd samma batterityp eller en
ekvivalent typ som rekommenderas av apparattillverkaren. Kassera anvant batteri enligt fabrikantens
instruktion.

(Danmark) ADVARSEL! Litiumbatteri - Eksplosionsfare ved fejlagtig handtering. Udskiftning méa kun
ske med batteri af samme fabrikat og type. Levér det brugte batteri tilbage til leverandgren.

(Suomi) VAROITUS—Paristo voi rajahtaa, jos se on virheellisesti asennettu. Vaihda paristo ainoastaan
laitevalmistajan suosittelemaan tyyppiin. Havita kaytetty paristo valmistajan ohjeiden mukaisesti.
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Preface

Alteon

This Installation and User’s Guiddescribes the Alteon WebSystems I ntegrated Service Direc-
tor (1ISD100-SSL) with SSL offload software. This document introduces the major features of
theiSD100-SSL and explains how to perform system configuration and maintenance.

Who Should Use This Book

ThisInstallation and User’s Guidesintended for network installers and system administrators
engaged in configuring and maintaining a network. It assumes that you are familiar with Ether-
net concepts, |P addressing, the |EEE 802.1d Spanning Tree Protocol (STP), and SNMP con-
figuration parameters.

How This Book Is Organized

The chaptersin this book are organized as follows:

Chapter 1, “Introducing the iISD100-SSL,” provides an overview of the major features of the
iSD100-SSL, including its physical layout and the basic concepts of its operation.

Chapter 2, “Installing the iISD100-SSL Hardware,” describes how to mount the iISD100-SSL,
connect network cables, and attach power.

Chapter 3, “Initial Setup,” describes how to perform minimal start-up configuration on the
iSD100-SSL and how to update and upgrade its software.

Chapter 4, “iSD100-SSL Command Reference explains how to access the iSD100-SSL
menus on the Web switch and provides details about all available commands and options.

Chapter 5, “iSD100-SSL Sample Application$ provides basic scenarios and configuration
examples for using the iISD100-SSL for Web server acceleration, content intelligent switching
for secure sessions, and in redundant active-standby configurations.

Systems 9
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10 m Preface

Appendix A, “Theory of Operation,” provides ageneral overview of basic concepts behind
Secure Socket Layer (SSL) transactions.

Appendix B, “Supported Ciphers,” provides alist of ciphers supported in this product.

Appendix C, “Building Keys and Certificates,” describes how to generate and prepare keys
and certificates for use with the iISD100-SSL.

Appendix D, “Troubleshooting,” provides solutions to basic problems and explains how to use
theiSD100-SSL console port for system diagnostics.

Appendix E, “Specifications,” describes the physical characteristics of theiSD100-SSL.

Appendix F, “License Information,” provides licensing information for the software used in
this product.

Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1 Typographic Conventions

Typeface or  Meaning Example
Symbol

AaBbCc123  Thistypeisused for names of commands, View ther eadne. t xt file.
files, and directories used within the text.

It also depicts on-screen computer output and  Mai n#
prompts.

AaBbCc123  Thisbold type appearsin command exam- Mai n# sys
ples. It showstext that must be typed in
exactly as shown.

<AaBbCcl123> Thisitalicized type appearsin command To establish a Telnet session, enter:
examplesasaparameter placeholder. Replace host # t el net <IP address>
the indicated text with the appropriate real
name or value when using the command. Do
not type the brackets.

This also shows book titles, specia terms, or  Read your User’s Guidethoroughly.
words to be emphasized.

[ 1 Command items shown inside brackets are host# |s [-a]
optional and can be used or excluded as the
situation demands. Do not type the brackets.

Alteon Systems
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Contacting Alteon WebSystems

Use the following information to access Alteon WebSystems’ support and sales.

B URL for Alteon WebSystems Online:
http://ww. al t eonwebsyst ens. com

This website includes product information, software updates, release notes, and white
papers. The website also includes access to Alteon WebSystems Customer Support for
accounts under warranty or covered by a maintenance contract.

B E-mail access:
support @l t eonwebsyst ens. com

E-mail access to Alteon WebSystems Customer Support is available for accounts under
warranty or covered by a maintenance contract.

B Telephone access Alteon WebSystem€ustomer Support:

1-888-Alteon0 (or 1-888-258-3660)
1-408-360-5695

Telephone access to Alteon WebSystems Customer Support is available to accounts that
are under warranty or covered by a maintenance contract. Normal business hours are
8 a.m. to 6 p.m. Pacific Standard Time.

B Telephone access to Alteon WebSystems Sales:

1-888-Alteon2 (or 1-888-258-3662), and press 2 for Sales
1-408-360-5600, and press 2 for Sales

Telephone access is available for information regarding product sales and upgrades.

Warranty

Alteon WebSystems provides a limited warranty on all its switches for a period of one year

from the date of shipment. Free technical support and free replacement of hardware is provided
for the first 90 days after shipment. You may choose to purchase additional service and support
from Alteon WebSystems. Please contact your local sales representative for more information.

Alteon Systems Preface m 11
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CHAPTER 1

Introducing the iISD100-SSL

The Integrated Service Director (iISD100-SSL) is a peripheral Secure Socket Layer (SSL) off-
load platform that attaches to an Alteon WebSystems switch. TheiSD100-SSL performsa TCP
three-way handshake with the client through the Web switch and does all the SSL encryption
and decryption for the session. This allows the switch to utilize load balancing features with
encryption capabilities and to offload SSL encryption/decryption functions from servers.

Feature Summary

Hardware

B High-speed uplink port for non-intrusive integration with an Alteon WebSystems switch

O Mode iSD100-SSL-C1A—one 10/100Base-T port for copper Ethernet or Fast Ether-
net at half or full duplex

O Model iSD100-SSL-F2A—one 1000Base-SX port for fiber-optic Gigabit Ethernet
B 1U height, rack-mountable chassis
B Local console port (DCE) for system diagnostics

B TFTP download to Flash disk for software updates and upgrades

Alteon Systems 13
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Software

Accelerates SSL processing—works with the Web switch to offload SSL encryption and
decryption from the server pool

B Supports SSL v3.0

B Supports up to 400 SSL transactions per second

B Supports certificate and key management—supports keys generated by Apache, Strong-
hold, and OpenSSL

B Supports up to 256 certificates

B Provides dynamic scalability—connect additional iISD100-SSLs to the Web switch to
increase capacity

B Each Alteon WebSystems switch with Web OS software release 8.1 or higher supports up
to 32 iISD100-SSL units, for a maximum of 12,800 SSL sessions per second

B Provides automatic failover of switch and SSL offload device
O Supports TCP health checks
O N+1 availability

B Intelligent Setup—The iSD100-SSL'’s self-configuration negotiates its IP address from the
Web switch for simplified system integration.

B Dynamic Plug and Play—Once configured, a group of iSD100-SSLs can be dynamically
connected or disconnected from an Alteon switch without disrupting network traffic.

B Seamless Management—The iSD100-SSL is configured through the Web switch Com-
mand Line Interface (CLI). This provides one central interface to configure and monitor
both devices.

B Secure Management—The iSD100-SSL can be accessed only through the Web switch.
The iISD100-SSL also performs access authentication, which validates authorization by
administrators and system engineers, and accepts only authorized CLI commands.

14 m Chapter 1: Introducing the iSD100-SSL Alteon SYStemS
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Physical Description

Power On/Off SC connector for 1000Base-SX, or
Connector Switch RJ-45 connector for 10/100Base-T

Power LED Console Port

Reset Button
Figure 1 Physical Layout of the iISD100-SSL

Front Panel
B Network uplink port

O Mode iSD100-SSL-C1A—one 10/100Base-T port for copper (RJ-45 connector)
Ethernet/Fast Ethernet at half or full duplex

O Model iISD100-SSL-F2A—one 1000Base-SX port for fiber-optic (SC connector) Giga-
bit Ethernet

B LEDs for uplink port
SeeTable 2 on page 28ndTable 4 on page 2#r LED state information.

B Console port
The female DB-9 serial connector, labeled “Console,” can be used for DCE access to sys-
tem diagnostics.

B Power LED lights up to indicate that the iISD100-SSL is on and receiving power.

Reset button

B Airvents

Rear Panel
B Power on/off switch
B A/C power connector

AIteon(VeéSystems Chapter 1: Introducing the iSD100-SSL m 15
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Basic Operation

The following diagram and steps describe basic iSD100-SSL operation. For an overview of
encryption systemsin general, see Appendix A, “Theory of Operation.”

1. Client sends an 2. Switch redirects request on 5. Switch selects real server based on
HTTPS request —————» port 443 to iSD100-SSL group server load-balancing configuration.

Decrypted Client Traffic =9 -
-

'V — Internet  —
L8 " al i

<

: ¢ Handshake
Encrypted Client Traffic

11

Non-encrypted
Server Response

6. server response to client
. HTTP request is redirected
ISD100-SBL g t0 iSD100-SSL.

3. iSD100-SSL completes SSL 4. iSD100-SSL initiates HTTP
handshake with client and connection to virtual server
decrypts the SSL session. on the Web switch.

7. iSD100-SSL encrypts server traffic
and sends HTTPS response to the
client via the Web switch.

-

Figure 2 Basic iSD100-SSL Offload Operation

1. Client requests secureinformation viaHTTPS.

When the client requires secure information, their Web browser sends a Hypertext Transfer
Protocol Secure (HTTPS) request on TCP port 443. This request arrives at the Web switch con
nected to the server containing the desired information.

2. TheWeb switch redirectsthe request to theiSD100-SSL group.

The Web switch recognizes HTTPS traffic on port 443 and redirects the request to an iSD100-
SSL device. This form of application redirection is described in detail ineluOS Applica-
tion Guide.

3. TheiSD100-SSL completesthe SSL handshake and decryptsthe session.

The iISD100-SSL responds to the client's HTTPS request via the Web switch and starts the SSL
session.

4. TheiSD100-SSL initiatesHTTP connection to thevirtual server.

The iISD100-SSL receives the client’s encrypted SSL traffic via the Web switch. The iISD100-
SSL decrypts the secure traffic and forwards it as a regular HTTP request to a virtual server on
the Web switch. The iSD100-SSL ensures that the source IP address of the client is preservec

16 ® Chapter 1: Introducing the iSD100-SSL Alteon Systems
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5. TheWeb switch selectsa real server based on configured load-balancing options.

Based on criteria such as server health status and configured load-bal ancing distribution met-
rics, the Web switch selects a real server and forwards the client’s decrypted HTTP traffic.

6. Theserver processesthe HTTP request and repliesto the client.

The server sends the requested non-encrypted HTTP information intended for the client’s IP
address. The Web switch redirects this traffic to the iSD100-SSL device.

7. TheiSD100-SSL encryptsthe server traffic and sendsthe HTTPSresponseto the client
via the Web switch.

Alteon Systems Chapter 1: Introducing the iISD100-SSL m 17
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CHAPTER 2

Installing the ISD100-SSL Hardware

This chapter describes the physical installation of the iSD100-SSL. It provides step-by-step
directionsto rack mount or table mount the iSD100-SSL.

TheiSD100-SSL is shipped with the following items:

A/C power cord

Console cable

Two mounting brackets for rack mounting

Six Phillips screws for installing the mounting brackets
Four rubber feet for tabletop placement of the iSD100-SSL
A user’'s manual

Installation involves the following tasks:

B Unpacking the iSD100-SSL

Mounting the iISD100-SSL

Connecting the iISD100-SSL to the Alteon WebSystems switch
Connecting the power cord and plugging it into a power outlet
Powering on the device

Alteon Systems
050125A, September 2000
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System Requirements

TheiSD100-SSL is not a stand-alone device. To operate properly, it requires an Alteon Web-
Systems switch running Web OS 8.1 (or higher) software.

Preparing for Installation

Before installing the iSD100-SSL.:
1. Unpack theunit from the shipping box.
2. Turn the power switch to the OFF (O) position.

3. Choose a suitablelocation to install the unit.

CAuTioN—Observe the following precautions when selecting a site and installing the iSD100-
{ E SSL:

Make sure the device is properly grounded electrically and power connections are safe, partic-
ularly when using power strips.

Avoid overloading your electrical supply circuits. Electrical ratings are printed on the name-
plates of all your equipment. Be sure that your supply circuits and wiring can support the rated
power draw of whatever equipment is used.

The ambient temperature of an operating iSD100-SSL must not exceed 40°C. When installing
the devicein aclosed or multi-unit rack assembly, please consider that the operating ambient
temperature of the equipment may be higher than the ambient temperature of the room. Take
appropriate steps to ensure that the device does not overheat.

For proper air circulation, the vents on the front, back, and sides of the device should not be
blocked or obstructed by cables, panels, rack frames, or other materials.

Do not place or rack-mount the device in any way which would exceed the maximum weight-
bearing capacity of the surface or rack or cause potentially hazardous uneven mechanical 1oad-

ing.

20 m Chapter 2: Installing the iISD100-SSL Hardware Alteon Systems
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Mounting the iISD100-SSL

Always observe the precautions outlined in the manual s for this and all other equipment you
areinstalling.

Determine whether the unit will be mounted into an equipment rack or placed free-standing on
ashelf or tabletop. The following sections detail each type of installation.

Rack-Mounting the Unit

NoTE — Do not use the included rubber feet for arack installation.

1. Asshown in Figure 3, connect the two mounting bracketsto theiSD100-SSL using the
supplied screws.

Figure 3 Position Mounting Brackets for Rack Mount

Alteon Systems Chapter 2: Installing the iSD100-SSL Hardware ®m 21
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2. Mount theiSD100-SSL, as shown in Figure 4, using the appropriate screws for your
rack-mount system (four 10-32, 12-24, M5X.8-6H, or M6X1-6H type screws are sug-
gested).

Figure 4 Rack-Mounted iSD100-SSL

Table-Mounting the Unit

1. Attach thefour rubber feet and screwsto the bottom of the switch.

2. Placethe switch on alevel tabletop or equipment shelf.

22 m Chapter 2: Installing the iISD100-SSL Hardware Alteon Systems
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Connecting Network Cables

TheiSD100-SSL high-speed uplink port must be connected to an Alteon WebSystems switch
running Web OS 8.1 (or higher) software. The type and method of cabling depends on your
particular model of iISD100-SSL.:

B Model iISD100-SSL-C1A hasone 10/100Base-T port for copper Ethernet or Fast Ethernet.
B  Model iISD100-SSL-F2A has one 1000Base-SX port for fiber-optic Gigabit Ethernet.

Cable connections for both models are described below.

10/100Base-T Port (Model iISD100-SSL-C1A)
Model iSD100-SSL-C1A uses an RJ-45 copper connector for 10/100 Mbps (Fast Ethernet).

This port is auto-negotiating and supports half- and full-duplex operation. It is designed to
operate with UTP Category 5 cables.

Use a straight-through cable when connecting the iSD100-SSL to a Web switch, hub, or router.

Straight-through cable

iSD100-SSL Hub, Switch,

10/100 Mbps Port or Router Port
pinl — pin1l
pin2 ——— pin2
pin3 ——— pin3
pin6 ———— pin6

Figure 5 Pin assignments for 10/100 Mbps port cables

Table 2 describe the states of the uplink LEDs.

Table 2 iSD100-SSL-C1A Uplink Port LEDs

LED State Description
Data Blinking Datais detected on the port.
Off No datais detected on the port.
10 On Good 10 Mbps Ethernet link established.
Off No 10 Mbps link established (possible link at different speed,
possible bad cable, bad connector, or configuration mismatch).
100 On Good 100 Mbps Fast Ethernet link established.
Off No 100 Mbps link established (possiblelink at different speed,

possible bad cable, bad connector, or configuration mismatch).

Alteon Systems Chapter 2: Installing the iSD100-SSL Hardware m 23
050125A, September 2000



iISD100-SSL Installation and User’'s Guide

1000Base-SX Port (Model iSD100-SSL-F2A)

Model iSD100-SSL-F2A uses an SC fiber-optic connector for 1000 Mbps (Gigabit Ethernet).
The figure below illustrates an SC-type connector:

Figure 6 Fiber Optic Connector for the iISD100-SSL-F2A

The 1000Base-SX port is designed to operate with multi-mode fiber-optic cables. Table 3 lists
the cable characteristics for this port.:

Table 3 1000Base-SX Link Characteristics

Description 62.5 Micron 50 Micron

Shortwave (850 nm multimode fiber)

Operating Range 2-260 meters 2-550 meters
(in compliance with |EEE 802.32)

Table 4 describe the states of the uplink LEDs.

Table 4 iSD100-SSL-F2A Uplink Port LEDs

LED State Description
Data Blinking Datais detected on the port.
Off No datais detected on the port.
Link On Good link established.
Off No link established (possible bad cable or bad connector).

Blinking Port has been disabled by software.

24 m Chapter 2: Installing the iSD100-SSL Hardware Alteon Systems
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The Console Port

TheiSD100-SSL console port is used only for system diagnostics and does not accept iSD100-
SSL configuration commands. For information on gathering system diagnostics, see “Console
Diagnostics” on page 72

Configuration for the iISD100-SSL is performed through the Web switch to which the unit is
attached. For more information, S€kapter 3, “Initial SetupandChapter 4, “iSD100-SSL
Command Reference

Power

Connecting the Power Cord
1. Verify that theiSD100-SSL power switch (on back of the unit) isin the OFF (O) position.
2. Connect the power cord tothe A/C power connector on the back of the unit.

3. Plugthecord into a properly fused outlet.

Turning Power On/Off
Power is off when the power switch (on back of the unit) is in the O position.

To turn power on, move the power switch to the | position. The power LED lights up to indi-
cate that the iISD100-SSL is on and receiving proper power.

Alteon Systems Chapter 2: Installing the iSD100-SSL Hardware m 25
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CHAPTER 3

Initial Setup

This chapter covers the basic setup and initialization process for the iSD100-SSL and provides
detailed instructions for updating the iSD100-SSL software when necessary.

Initializing the 1ISD100-SSL

Theinitialization process requires configuring an Alteon WebSystems switch to work with its
attached iSD100-SSL units. The configuration steps are described below:

1. Verify the proper installation of theiSD100-SSL and Web switch hardware.

TheiSD100-SSL hardware must be installed and connected to an operating Alteon Web-
Systems switch. Thisinstallation includes:

B  Mounting theiSD100-SSL chassis
B Connecting the iSD100-SSL uplink port to a compatible port on the Web switch
B Turning on power to the iSD100-SSL

For details on installing the iISD100-SSL hardware, see Chapter 2 in this manual. For informa-
tion on installing the required Alteon WebSystems switch, see your Web switch manuals.

2. Accessthe Web switch Command Line Interface (CL1).
See your Web switch manuals for connecting to the Web switch and accessing the CL1I.

3. FromtheCLI, assign an I P interface for communication between the Web switch and
iSD100-SSL(s).

# [cfglipl/if <interface number [1-256]>
> | P Interface# addr <IP address>

NoOTE — The IP address for the | P interface must be on the same subnet as the | P addresses for
the iSD100-SSL units configured in the following steps.
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4. Enter thestarting IP address (i pstrt) for theiSD100-SSL unit(s).

# /cfg/isd/ipstrt <IPaddress>

Specify the IP address to be assigned to the first iSD100-SSL unit. This IP address must be on
the same subnet as the | P interface configured in the previous step. For example, if the IP inter-
face was configured for 10.1.1.1, theiSD100-SSL i pst rt could be set to 10.1.1.10.

5. Set thenumber of iSD100-SSLs (i pnum) attached to the Web switch.

> i sd# i pnum <number of iISD100-SSL units (0-32)>

Up to 32iSD100-SSL units may be assigned per Web switch. Each iSD100-SSL will be auto-
matically assigned the next highest IP addressdefined by i pstart.

For example, if i pnumissetto2andi pstrt issetto 10.1.1.10, the switch automatically
assigns consecutive | P addresses for the two iSD100-SSL unitsto 10.1.1.10 and 10.1.1.11.

If only oneiSD100-SSL is attached to the switch, i pnumwill be 1, and the |P address
assigned with i pstrt will be used as the default |P address of the iISD100-SSL unit.

NoTE — All IP addresses generated using i pnummust be on the same subnet as the IP inter-
face configured for communication between the Web switch and iSD100-SSL units.

6. Turn on theiSD feature and apply the settings.

> i sd# on
> i sd# apply

Turning the iSD100-SSL on through the CLI executes the iSD100-SSL bootstrap code. The
bootstrap code on each iSD100-SSL requests an | P address from the switch. The Alteon-spe-
cific Bootp server on the Web switch then assigns an | P address to each iSD100-SSL.

Once | P addresses have been assigned to the iSD100-SSL (s), the switch automatically per-
forms the following functions:

B Automatically assignsareal server number for each iSD100-SSL, starting backwards
from 255 (for example, for two iSD100-SSL s, real server numbers 255 and 254 are used)

Automatically assigns real server group number 256 to the iSD100-SSLs
Dynamically checks the system health

Assigns a metric to balance the load among the iISD100-SSL s in the group
Creates atable entry to track iSD100-SSL s in the group
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7. Ensurethat the maximum number of connections (maxcon) for each iSD100-SSL isless
than 7,500.

EachiSD100-SSL can process up to 7,500 sessions per second. Make surethat all iSD100-SSL
units assigned to real server numbers are configured with amaxcon limit of less than 7,500.

For example, if two iSD100-SSL s are used, real server numbers 255 and 254 are assigned, and
maxcon limits would need to be configured as follows:

# /cfgl/slb/real 255/ maxcon 7450 (Set limit for first iSD100-S9.)
> Real Server 255# ../real 254/ maxcon 7450 (Setlimitfor next iSD100-S9)

8. Apply and savethe settings.

# apply
# save

For further details about iSD100-SSL menu commands, see Chapter 4, “iSD100-SSL Com-
mand ReferenceFor examples on configuring the iISD100-SSL to meet specific network
needs, se€hapter 5, “iSD100-SSL Sample Applications.”
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Updating the Software

TheiSD100-SSL softwareis stored in compact Flash, making it easy to update and upgrade
softwarevia TFTP.

Updating the iSD100-SSL software requires avalid iSD100-SSL software image stored on a
TFTP server. All iISD100-SSL units attached to an Alteon WebSystems switch are updated
simultaneously using the following CLI commands:

1. OntheWeb switch CLI, accesstheiSD100-SSL configuration menu.

‘#/cfg/isd/ssl ‘

2. Initiate a software update for theiSD100-SSLs.

‘ # update ‘

3. When prompted, enter the | P address of the TFTP server wheretheiSD100-SSL soft-
wareimageisstored.

For example:

Enter | P address of renpte TFTP server: 169.172.21.184

4. TheiSD100-SSL swill finish downloading the software update and automatically reboot.
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CHAPTER 4

1ISD100-SSL Command Reference

This chapter describes how to use the Web switch Command Line Interface (CLI) for making,
viewing, and saving iSD100-SSL configuration changes.

For details on configuring other Web switch features (such as server load balancing, filters, and
application redirection), see the Web OS Command Reference and Web OS Application Guide.

Accessing the Menu System

TheiSD100-SSL has no user interface of its own and cannot be configured through its console
port. Instead, iSD100-SSL configuration is performed using the standard CLI on the Alteon
WebSystems switch, which is connected to theiSD100-SSL.

This documentation assumes that the administrator has access to the Web switch CLI prompt.
For details on how to access the Web switch CLI, see your Web OS Command Reference.

When first logged in to the Web switch, the administrator will see the Main Menu and prompt:

[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - Operations Command Menu
boot - Boot Options Menu
mai nt - Mai ntenance Menu
di ff - Show pendi ng config changes [gl obal command]
apply - Apply pending config changes [gl obal commmand]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global conmand]
exit - Exit [global command, always avail abl e]

>> Main #

TheiSD100-SSL menus can be accessed through the switch i nf o menu (see page 35) and the
cf g menu (see page 32).
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[ cfglisd
ISD Menu

TheiSD Menuisused for setting basic parametersfor all iSD100-SSL devices. Once you have
logged in as an administrator, this menu can be accessed using the following command:

# [cfglisd

TheiSD Menu is displayed below:

[isd Menu]
ssl - SSL O fload Menu
ipstrt - Set starting |P address for isd servers
i ppum - Set nunber of isd servers
vrnum - Set VRRP virtual interface router nunber to bind with
on - Turn | P address assi gnnent ON
of f - Turn | P address assi gnnent OFF
cur - Display current isd server configuration

Table 5 explains the available configuration options and parameters:

Table 5 iSD Menu Options (/cfg/isd)

Command Syntax and Usage

ssl
Displaysthe SSL Offload Application Menu. To view menu options, refer to page 33.

i pstrt <IPaddress(eg, 192.4.17.101)>
Set the starting |P address for iSD100-SSL units.

i pnum <number (0-32), 0 to disable the IP address assignment for iSD units>
Set the number of iISD100-SSL units. If i pst rt issetat 192.4.17.101 andi pnumis
3, then the iSD100-SSL s attached to the switch will be numbered 192.4.17.101,
192.4.17.102, and 192.4.17.103.

vrnum <1-256>
Set the virtual router number to bind with the Web switch. This number must corre-
spond to the virtual router of the Web switch that connects to the iSD100-SSL. For
more information about virtual routers, seethe/ cf g/ vr r p/ vr command in the
Web OS Command Reference.
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Table 5 iSD Menu Options (/cfg/isd)

Command Syntax and Usage

on

Glabally turns on al iSD100-SSL processing. This enables the switch to assign IP
addresses automatically and manage the iSD100-SSL units.

of f

Glaobally turn all iISD100-SSL processing off. When iSD100-SSL processing isturned
off, HTTPS traffic will be forwarded to the real Web server without being redirected
to an iSD100-SSL. However, the real Web server must be configured to listen to

HTTPS traffic on port 443.

cur

Display current iSD100-SSL configuration.

[ cfglisd/ssl

SSL Offload Application Menu

The SSL Offload Application Menu is used for configuring SSL certificates and iSD100-SSL
ports, upgrading iSD100-SSL software, and resetting iSD100-SSL devices.

This menu can be accessed from the Web switch CLI prompt using the following command:

# [ cfglisd/ssl

The SSL Offload Application Menu is displayed below:

addcrt
tftpert
rencrt
Istert
I stip
set port
| st port
updat e
shut dn

[SSL O fl oad Application Menu]
Add certificate for a virtual |P address

Tftp certificate fromrenote nmachi ne

Renmove certificate for a virtual |P address
List certificate for a virtual |IP address
List all configured virtual |P addresses
Set port for isd-server conmmunication

Li st port for isd-server communication
Update the isd software

Shut down (halt or reboot) isd

Alteon Systems
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Table 6 explains the available configuration options and parameters.

Table 6 iSD Configuration Menu Options (/cfg/isd/ssl)

Command Syntax and Usage

addcrt

Add avirtual 1P address of a certificate to the iSD100-SSLs. Enter the virtual 1P
address of the certificate, then cut and paste the contents of the certificate at the
prompt. Finally, type three periods(. . . ) on anew line to denote the end of the certif-
icate.

tftpert

Get acertificate using TFTP. Enter an IP address of a TFTP server that has the certif-
icate you want. Then, enter the virtual |P address of the certificate filename.

rencrt

Remove a certificate from the iSD100-SSL s. Enter the virtual 1P address of the certif-
icate you want to remove.

| stcrt

Display acertificate by entering the virtual 1P address for the certificate. The contents
of the certificate are displayed.

Istip

List all virtual IP addresses for which certificates have been configured on the group
of iISD100-SSLs.

set port

Set the port for communication between the iISD100-SSL s and the real Web servers.
Enter the port number (usually port 81) at which theiSD100-SSL s contact the real
Web serversviaplain HTTP. All the real Web servers and iSD100-SSL s should be
configured to the same port. This command can be used for security against direct
access to secure Web pages.

| st port

List the port for communication between the iSD100-SSL and the real Web server.
This shows the port that was set using theset port command (usually port 81).

updat e

Update or upgrade all iSD100-SSL software via TFTP. Enter the | P address of the
remote TFTP server where the iSD100-SSL software image is stored. This command
will upgrade all iISD100-SSL s that are connected to the Web switch.

shut dn <IP addressof iSD100-S9_ | al | >
Shutdown/Reboot one or more iSD100-SSL s that are connected to the Web switch.
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/infolisd
ISD Information Command

To display switch information regarding all iSD100-SSL devices, enter the following com-
mand at the switch CLI prompt:

# /infolisd

TheiSD information is displayed below:

Current isd server configuration:
10.0.1.10, 1, 0, ON
i sd BOOTP server: ON
isd master |P: 10.0.1.10
Network interface for isd: 2
Current isd servers:
state isd IP mac_addr life

2 10.0.1.10 00:01:02:08: 4d: 1c 8676

i sd system status:

Total Menory: 264507392
Free Menory: 252874752
Buf f er Menory: 335872

Bl ocks Witten: 0

Bl ocks Read: 0

I nterrupts: 108
Context Swi tches: 20

User Tine: 0

Syst em Ti ne: 1

Idle Tine: 99

System st atus averaged over 3 seconds

i sd free di skspace:
total disk size: 50685K
free disk size: 21671K

SSL app status:
total connections
runni ng t hreads
current connections
maxi mum connecti ons

OO NOoO

Figure 7 iSD100-SSL Information
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Table 7 describes the iSD100-SSL information output:

Table 7 /info/isd Output

Parameter Description

Current isd This line contains the following data about basic iSD100-SSL configuration:
server configu- Starting IP address (i pst ar t ) of theiSD100-SSL units

ration Number of iSD100-SSL units (i pnum) configured on the switch
Virtual router number (vr num

State of Web switch iSD100-SSL processing, on or off.

i sd BOOTP server Stateof the BOOTP server which assigns | P addresses to the iSD100-SSL.:

on or off.
isd master |IP IP address of the Master iSD100-SSL.
Net work i nter- The IP inteface configured for communication between the Web switch and
face for isd theiSD100-SSL.
Current isd Thereisoneline for each configured iSD100-SSL, with the following data:
servers m state
2 means that | P address has been assigned.
misd IP

The IP address assigned to the iSD100-SSL.

® nac_addr
The MAC address of the iSD100-SSL.

m|ife
This represents the number of milliseconds since the iSD100-
SSL sent asignal to the Web switch. If | i f e exceeds
120,000 ms, the switch considers theiSD100-SSL to be down,
and no further traffic will be directed to that iSD100-SSL until
it comes back up. If the down iSD100-SSL is a Master, the
switch will select another Master iSD100-SSL. If no other
iSD100-SSL units are up and available, HTTPS traffic will be
sent directly to the real Web servers on port 443.

i sd system st a- Memory and time usage characteristics averages over three seconds.
tus

isd free Total and available disk space available on the iISD100-SSL.

di skspace

SSL app status SSL connection and thread information.
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CHAPTER 5

ISD100-SSL Sample Applications

This chapter describes some basic network applications that make use of theiSD100-SSL:

B Web Server Accelerator, using two or more load-balanced iSD100-SSLsfor SSL offload

B Content-Intelligent Switching for Secure Sessions, using single or multiple iSD100-SSLs
for SSL offload with cookie processing

B Redundant Active-Standby Configuration, using multiple iSD100-SSLsfor high-avail-
ability scenarios

The sample configurations discussed are merely recommendations and are not required. How-

ever, each example is based on the configuration described in “Web Server Accelerator” on

page 38Therefore, it is recommended that you read this chapter in sequence, and modify the
base configuration as noted in each subsequent example.

Because all iSD100-SSL configuration is performed through the Web switch, the procedures
outlined in this chapter presume that you are connected to the Web switch and have access to
the Command Line Interface (CLI) prompt. For detailed information about accessing the CLI
prompt, refer to th&\keb OS Command Reference.
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Web Server Accelerator

Figure 8 illustrates the most common network configuration for the iSD100-SSL. This config-
uration example consists of two iSD100-SSL s, a Web switch and two servers.

Web switch iSD100-SSL #1
Client VIP=192.168.10.100 172. 16 10.2

'[r - Internet -’ IF2 \
g = VLAN2
VLANL . IF3
, VLAN3 ‘

|SD100 SSL #2
= /| AN 1, IF 1 (192.168.10.1), Port 1 172.16.10.3
VLAN 2, IF 2 (172.16.10.1), Port 2 & 3
mmEVLAN 3, IF 3(10.20.10.1), Port 7 & 8

Real Server #1 Real Server #2
10.20.10.2 10.20.10.3

Figure 8 Sample Web Server Accelerator Network Using Multiple iSD100-SSLs

Create the Necessary VLANSs

In this configuration, there will bethree VLANSs: VLAN 1 for the Web switch that connects to
the Internet, VLAN 2 for the iISD100-SSL units, and VLAN 3 for the real servers. Since
VLAN listhedefault, only VLAN 2 and VLAN 3 require additional configuration.

1. Configure VLAN 2toinclude Web switch portsleading to theiSD100-SSL units.

/cfg/vlian 2 (Select VLAN 2)
add 2 (Add the port for the first iSD100-S3L)
y (Enter y to confirm adding port 2)
add 3 (Add the port for the second iSD100-S9.)
y (Enter y to confirm adding port 3)
ena (Enable VLAN 2)
38 m Chapter 5: iISD100-SSL Sample Applications Alteon (V(’/)Systems
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2. Configure VLAN 3toinclude Web switch portsleading tothereal servers.

/cfg/vlian 3 (Select VLAN 3)

add 7 (Add the port for thefirst real server)

y (Enter y to confirm adding port 7)

add 8 (Add the port for the second real server)
y (Enter y to confirm adding port 8)

ena (Enable VLAN 3)

3. Disable Spanning Tree Protocol (STP) for theiSD100-SSL and real server ports.

STP will not function across multiple VLANS.

/cfglstp/port 2 (Select STP port 2 menu for iSD100-S9. 1)
of f (Turn STP off for port 2)

..lport 3 (Select STP port 3 menu for iISD100-S9. 2)
of f (Turn STP off for port 3)

..lport 7 (Select STP port 7 menu for real server 1)
of f (Turn STP off for port 7)

..lport 8 (Select STP port 8 menu for real server 2)
of f (Turn STP off for port 8)

Configure One IP Interface for Each VLAN

1. Configurean IPinterfacefor client traffic on the Web switch.

The subnet mask for IP interface 1 will be automatically assigned.

lcfglip/lif 1 (Select IP interface 1 for client traffic)
addr 192.168.10.1 (Set the IP address for 1P interface 1)
ena (Enable IP interface 1)

2. Configurean IP interface for iSD100-SSL traffic.
The subnet mask for IP interface 2 will be automatically assigned.

/cfgliplif 2 (Select IP interface 2 for iISD100-SSLs)
addr 172.16.10.1 (Set the IP address for IP interface 2)
vlan 2 (Set theiSD100-SSL VLAN number)
ena (Enable IP interface 2)
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3. Configurean IP interfacefor thereal server traffic.

lcfglip/lif 3

addr 10.20.10.1
mask 255.255.255.0
vlan 3

ena

(Select IP interface 3 for real servers)
(Set the IP address for IP interface 3)
(Set the subnet mask for IP interface 3)
(Set thereal server VLAN number)
(Enable IP interface 3)

4. Apply the changes.

apply

(Make your changes active)

Configure Server Load Balancing Parameters

1. Set and enablethe | P addresses of thereal servers.

/cfg/slb/real 1
rip 10.20.10.2
ena

..lreal 2

rip 10.20.10.3
ena

(Select real server 1)

(Set the IP address for real server 1)
(Enablereal server 1)

(Select real server 2)

(Set the IP address for real server 2)
(Enable real server 2)

2. Addreal serversland 2toreal server group 1.

/cfgl/slb/group 1
add 1
add 2

(Select real server group 1)
(Add real server 1 to the group)
(Add real server 2 to the group)

3. Set and enablethevirtual | P addressfor virtual server 1 (the Web switch).

lcfgl/slb/virt 1
vip 192.168. 10. 100
ena

service 81

apply

(Select virtual server 1)

(Set thevirtual IP address for virtual server 1)
(Enable virtual server 1)

(Enable service on port 81, for communication
between theiSD100-S3L, the virtual server, and the
real server)

(Make your changes active)
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4. Enable client processing on port 1 leading to the I nternet.

/cfgl/slbl/port 1 (Sdect port 1 leading to the Internet)
client ena (Enabledient processing on port 1)

5. Enableclient processing on portsleading to iSD100-SSL s.

/cfglslb/port 2 (Select LB port 2 for iSD100-SSL 1)
client ena (Enable client processing on port 2)
..lport 3 (Select SLB port 3 for iSD100-SSL 2)
client ena (Enable client processing on port 3)

6. Enable server processing on portsleadingtoreal servers.

/cfglslb/port 7 (Select port 7 for real server 1)
server ena (Enable server processing on port 7)
../port 8 (Select port 8 for real server 2)
server ena (Enable server processing on port 8)

7. Turnon Layer 4 processing.

/ cfg/slb/on (Activate Layer 4 software)

Configure Basic iSD100-SSL Parameters

1. Setthebasic|P addressinformation for the iSD100-SSL units.

/cfglisd (Select the iSD100 configuration menu)
ipstrt 172.16.10.2 (Set the start |P address for iSD100-S9.s)
i pnum 2 (Set the number of iISD100-SS servers)
on (Turn on iSD100-SSL address assignment)

2. Check that theiSD100-SSL s are active.

/infolisd (Display information about iSD100-S3Ls)
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The iSD100-SSL s should show state 2 when active.

Current isd server configuration:
172.16.10.2, 2, 0, ON
i sd BOOTP server: ON
isd master |P. 172.16.10.2
Network interface for isd: 2
Current isd servers:
state isd IP
2 172.16. 10. 2
2 172.16. 10. 3

00: 01: 02: 08: 70: cd
00: 01: 02: 08: 4d: 1c

i sd system status:

Total Menory: 264507392
Free Menory: 235876352
Buf fer Menory: 16990208

Bl ocks Witten: 0

Bl ocks Read: 0
I nterrupts: 116
Cont ext Switches: 113
User Tine: 0
System Ti ne: 1
Idle Tine: 98

i sd free diskspace:
total disk size: 15351K
free disk size: 15084K

SSL app status:
total connections
runni ng t hr eads
current connections
maxi num connecti ons

I mmn
O oO~NO

System st atus averaged over 3 seconds

7636
8148320

NOTE — Thefirst timeyou typeini nf o/ i sd, you may see arefused connection because the
switch may not yet be communicating with the iSD100-SSL. It takes 10 to 15 seconds before

theiSD100-SSL isready.
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3. Definea TCP port number for iSD100-SSL traffic.

/cfglisdl/ssl/setport 81 (Set port 81 for iSD100-SSL traffic to thereal
web server)

This definesthe port (81) that isused by the iSD100-SSL to send and receive decrypted HTTP
information to and from the Web switch. This port must be different from ports used by other
services.

NOTE — Asin Step 3. on page 40, the real web server must also be set up to listen for iSD100-
SSL traffic on port 81.

4. Apply the changes.

apply (Make your changes active)

Add a Certificate to the iISD100-SSL

This step presumes that you have a Certificate Authority (CA) signed certificate with a private
key. The process for obtaining the required certificate files is covered in Appendix C, “Build-
ing Keys and Certificates

Once you have the appropriate certificates, use the following procedure to add the certificate to
the iISD100-SSL.

1. Initiatethe certificate addition command.

/cfglisd/ssl/addcrt

2. When prompted, enter the filename of the certificate. The certificate should be named
with thevirtual | P address assigned to thevirtual server in Sep 3. on page 40.

192. 168. 10. 100 (Filename of certificate)

3. Follow the onscreen instruction and perform a “copy and paste” to add the certificate.

When prompted for the certificate, follow the instructions on the screen. Use notepad or any
other text editor to display the certificate. Then copy and paste the text of the private key and
certificate into the terminal window.
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Important—Once the paste function is completed, hit <Enter>, then enter three periods(. . . )
on anew line. Then press <Enter> to exit the paste screen and complete the process.

NOTE — Under Microsoft Windows, hyperterminal may be slow to complete the copy and
paste process.

Configure Filters

1. Createafilter toredirect client HTTPStraffic intended for port 443.

/cfglslb/filt 100 (Select filter 100)

proto tcp (For TCP traffic)

dport https (To an HTTPS destination port)

action redir (Perform redirection)

group 256 (To the group reserved for iSD100-SSLs)
rport https (And redirect to the HTTPS port)
adv/fw b e (Enable the firewall redirect hash method)
..lena (Enablefilter 1)

Thisfilter, when placed on the client port, interceptsincoming HTTPS traffic and redirectsit to
theiSD100-SSL group. The HTTP traffic filter should be given a high number, such as 100, so
as not to interfere with other filters.

NOTE — Real server group 256 is reserved for iSD100-SSLs and is configured automatically.

2. Createafilter to deny client traffic intended for port 81.

/cfglslb/filt 3 (Select filter 3)

proto tcp (For TCP traffic)

dport 81 (For traffic to destination port 81)
action deny (Deny matching traffic)

ena (Enablefilter 3)

Thisfilter, when placed on the client port, blocks all incoming traffic destined for port 81. This
isrequired to ensure that traffic from iSD100-SSL units outside your trusted network do not
gain non-encrypted access to your real servers.
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3. Createadefault filter to allow all other traffic.

/cfgl/slb/filt 224
sip any

di p any

proto any

action allow

ena

(Sclect filter 224)

(For traffic from any source |P address)
(To any destination | P address)

(Of any praotocol)

(Allow matching traffic to pass)
(Enablefilter 224)

4. Addtheclient filtersto the port leading to the I nternet.

/cfgl/slb/port 1
add 1

add 3

add 224

filt ena

(Select the SLB port menu for port 1)
(Add the HTTPS redirect filter)

(Add the port 81 deny filter)

(Add the default allow filter)
(Enablefiltering on port 1)

5. Add an additional filter to allow for real server health checks.

The heath check filter should be given a smaller number (higher priority) than the redirection

filter set in Step 6. on page 46.

/cfgl/slb/filt 150
ena

action all ow

sip 192.168. 10. 100

smask 255. 255, 255, 255
dip 10.20.10.1
dmask 255. 255, 255, 255

(Select filter 150)
(Enablefilter 150)

(Source IP must be the virtual 1P address of
the switch)

(Set the source P mask)

(Destination IP must be the switch interface)
(Set the destination |P mask)

proto tcp (For TCP traffic)
sport 81 (Set the switch to receivereal server health
checks on port 81)
dport any (Set destination port to “any”, because clie
traffic may enter on any port)
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6. Createafilter toredirect real server responses back totheiSD100-SSL.

/cfgl/slb/filt 200 (Select filter 200)

proto tcp (For TCP traffic)

sport 81 (From source port 81)

action redir (Perform redirection)

group 256 (To the group reserved for iSD100-SSLs)
adv/fw b e (Enable the firewall redirect hash method)
..lena (Enablefilter 2)

7. Addthereal server filter tothereal server ports.

/cfglslb/port 7 (Select the SLB port menu for port 7)
add 200 (Add the redirect filter 200)

add 224 (Add the allow filter)

filt ena (Enablefiltering on port 1)

../port 8 (Select the SLB port menu for port 8)
add 200 (Add the redirect filter 200)

add 224 (Add the allow filter)

filt ena (Enablefiltering on port 1)

Apply, Save, and Verify the Configuration

1. Apply and save the configuration changes.

apply (Make your changes active)
save (Make your changes survive reboot)

2. Verify SSL Offload isworking.
Open a Web-browser from the client side of the network. Access the following URLS:
B http://192.168.10.100
B https://192.168.10. 100
The second URL should prompt a security alert message.
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Content-Intelligent Switching for Secure Sessions

The following example configures the Web switch to combine cookie-based persistence in the
cookie rewrite mode with SSL offload through the iISD100-SSL. These steps assume that the
network is already configured as described in “Web Server Accelerator” on page.38

1. Connect tothe Web switch CLI.

2. EnableDirect Access Mode for the Web switch.

[ cfgl/slb/adv/direct ena

3. Configure cookie optionsfor the HTTP serviceon TCP port 81.

/cfg/slb/virt 1/service 81 (Select iSD100-SSL /server traffic)
pbi nd (Set for persistent binding)
cooki e (Set for cookies)

rewite (Set for cookie rewrite mode)

Enter cookie name: AlteonSession

Enter number of bytesto extract: 8

o o &

Look for cookiein URL €|d: dis

7. Apply the changes.

apply (Make your changes active)
save (Make your changes survive reboot)
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Redundant Active-Standby Configuration

The following steps are used for configuring a redundant active-standby configuration with
two Web switches and two iSD100-SSLs, as illustrated below. It is assumed that the first Web
switch is configured asin the example for “Web Server Accelerator” on page.38

This configuration requires each iISD100-SSL to be connected to two Web switches. Because
each iSD100-SSL has only one uplink port, a Layer 2 switch or hub must be placed between
iSD100-SSLs and the Web switches. A Layer 2 switch or hub should also be placed between

the real servers and web switches, and also between web switches and client.

Also note that port 3 on VLAN 2, and port 8 on VLAN 3 (configuretMireb Server Acceler-
ator” on page 3Bare not required for this example.

iSD100-SSLs
VLAN 1, IF 1 (192.168.10.1) 172.16.10.2
VLAN 2, IF 2 (172.16.10.1) 172.16.10.3
' V VLAN 3, IF 3(10.20.10.1)
[~ ~ % _E
/ N L2 Switch
s, /172.16.10.0/24
’ VLAN 1, VR 1 (192.168.10.100)
Internet " VLAN2,VR2(172.16.10.10) / ‘e
VLAN 3, VR 3 (10.20.10.1) *e
L2 Switch ‘e
192.168.10.0/24 a
-
o
L2 Switch
mmmm \/[ AN 1: Internet Side VLAN 1, IF 1 (192.168.10.4) 10.20.10.0/24
VLAN 2: iSD100-SSLs VLAN 2, IF 2 (172.16.10.4) Web Servers
BEE VLAN 3: Servers VLAN 3, IF 3 (10.20.10.4) 1020 10.2

10.20.10.3

Figure 9 Redundant Active-Standby Configuration

In this process, the following tasks are performed:

B Create three IP interfaces on the second Web switch, each in a separate VLAN
B Enable VRRP and SLB on the Second switch
B Configure the SLB sync peer
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On Web Switch 2, Create the Necessary VLANS

In this configuration, there will bethree VLANSs: VLAN 1 for the Web switch, VLAN 2 for the
iSD100-SSL units, and VLAN 3 for thereal servers. Since VLAN 1 isthe default, only
VLAN 2 and VLAN 3 require additional configuration.

On the second switch, login asthe administrator.

Configure VLAN 2 to include Web switch portsleading to theiSD100-SSL units.

/cfg/vlan 2 (Select VLAN 2)

add 2 (Add the port for thefirst iSD100-S9)
add 3 (Add the port for the second iSD100-S9.)
ena (Enable VLAN 2)

Configure VLAN 3toinclude Web switch portsleading to thereal servers.

/cfg/vlan 3 (Select VLAN 3)

add 7 (Add the port for thefirst real server)
add 8 (Add the port for the second real server)
ena (Enable VLAN 3)

Disable Spanning Tree Protocol (STP) for theiSD100-SSL and real server ports.

STP prevents loops in network topologies by removing redundant links. In active/standby con-
figurations, STP would eventually kill all links between the iSD100-SSL s and Web switches.
Therefore it must be disabled.

/cfglstp/port 2 (Select STP port 2 menu for iSD100-S9. 1)
of f (Turn STP off for port 2)
..lport 7 (Select STP port 7 menu for real server 1)
of f (Turn STP off for port 7)
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Configure IP Interfaces for Each VLAN (Web Switch 2)

1. Configurean IPinterfacefor client traffic on the Web switch.

lcfgliplif 1

addr 192.168.10.4
mask 255.255.255.0
ena

(Select IP interface 1 for client traffic)
(Set the IP address for IP interface 1)
(Set the subnet mask for IP interface 1)
(Enable IP interface 1)

2. Configurean IP interfacefor iSD100-SSL traffic.

[cfgliplif 2

addr 172.16.10.2
mask 255.255.255.0
vlan 2

ena

(Select IP interface 2 for iISD100-S3Ls)
(Set the IP address for 1P interface 2)
(Set the subnet mask for 1P interface 2)
(Set theiSD100-SSL VLAN number)
(Enable IP interface 2)

3. Configurean IP interfacefor thereal server traffic.

[cfgliplif 3

addr 10.20.10.4
mask 255.255.255.0
vlan 3

ena

(Select IP interface 3 for real servers)
(Set the IP address for 1P interface 3)
(Set the subnet mask for 1P interface 3)
(Set thereal server VLAN number)
(Enable IP interface 3)

4. Apply the changes.

apply

(Make your changes active)

Set Basic iISD100-SSL Parameters (Web Switch 2)
Set the basic |P address information the iSD100-SSL units.

/cfglisd

ipstrt 172.16.10.2
i pnum 2

of f

(Select the iSD100 configuration menu)
(Set the start 1P address for iSD100-S9.s)
(Set the number of iISD100-SS_ servers)
(Turn off iISD100-SS_ address assignment)
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Prepare to Receive Synchronization (Web Switch 2)
Synchronize the configuration between two Web switches.

1. Configurethe synchronization parameters.

/ cfgl/slblsync (Select the synchronization menu)
prios d (Disable sync of VRRP priorities)

peer 1 (Select peer 1)

addr 192.168.10.1 (Set Web switch 1 IP interface as peer 1)
ena (Enable the peer switch)

2. Apply the configuration.

apply (Make your changes active)

On Web Switch 1, Configure VRRP

VRRP is configured for failover (redundancy) between two Web switches, in the event one of
the Web switches fails.

1. On thesecond switch, login asthe administrator.

2. Globally turn on the VRRP.

/cfgl/vrrp/on

3. Configurevirtual router 1.

lcfglvrrp/vr 1 (Select virtual router 1)
addr 192.168.10. 100 (Set the IP address for virtual router 1)
if 1 (Set the IP interface number)
prio 101 (Set the priority to 101)
share dis (Disable sharing)
track/ l4pts e (Set the tracking option)
..lena (Enable virtual router 1)
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4. Configurevirtual router 2.

/cfglvrrp/vr 2 (Select virtual router 2)

vrid 2 (Set thevirtual router 1D)

addr 172.16.10. 10 (Set the IP address for virtual router 2)
if 2 (Set the IP interface number)

prio 101 (Set the priority to 101)

share dis (Disable sharing)

track/ l4pts e (Set the tracking option)

..lena (Enable virtual router 2)

5. Configurevirtual router 3.

/cfglvrrp/vr 3 (Select virtual router 3)

vrid 3 (Set the virtual router 1D)

addr 10.20. 10. 10 (Set the IP address for virtual router 3)
if 3 (Set the IP interface number)

prio 101 (Set the priority to 101)

share dis (Disable sharing)

track/ l4pts e (Set the tracking option)

..lena (Enable virtual router 2)

Update VRRP Parameters for iSD100-SSL (Web Switch 1)

1. Turnon IP addressassigning for theiSD100-SSL on Web switch 1.

‘/cfg/isd/on ‘

2. SettheVirtual Router Number.

‘ [cfglisd/vrnum 2 (Set the virtual router number) ‘

3. Apply and save the configuration changes.

apply (Make your changes active)
save (Make your changes survive reboot)
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Prepare and Send Synchronization (Web Switch 1)

1. Configurethe Synchronization parameters.

/ cfgl sl bl/sync (Select the synchronization menu)
prios d (Disable sync of VRRP priorities)

peer 1 (Select peer 1)

addr 192.168.10. 4 (Set Web switch 1 IP interface as peer 1)
ena (Enable the peer switch)

2. Apply and save the configuration changes.

apply (Make your changes active)
save (Make your changes survive reboot)

3. Synchronize server load balancing configuration on peers.

/ oper/ sl b/ sync (Initiate synchronization)

At the prompt, enter |P address: 192. 168. 10. 4

On Web Switch 2, Update VRRP Parameters for iSD100-SSL

1. Turnon IP addressassigning for theiSD100-SSL on Web switch 2.

‘/cfg/isd/on ‘

2. Set theVirtual Router Number (VRN).

‘ /cfglisd/ vrnum 2 (Set the virtual router number) ‘
3. Apply and save the configuration changes.
apply (Make your changes active)
save (Make your changes survive reboot)
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Verify failover

1. Check for the master switch.

‘/info/vrrp

Check secure connection on client. Disconnect link on master and verify failover to backup
switch.

2. Verify connectivity to iSD100-SSL s.

/infolisd

Test secure connections on client again.
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Theory of Operation

This appendix describes some of the fundamentals behind iSD100-SSL.

Encryption

Encryption and decryption allow two communicating parties to disguise information they send
to each other. The sender encrypts, or scrambles, information before sending it. The receiver
decrypts, or unscrambles, the information after receiving it. While in transit, the encrypted
information is unintelligible to an intruder. Because of the number of possible combinations
that can be formed out of the 128 bits, it is extremely difficult for athird party to intercept and
decrypt the messages being sent. Table 8 shows the time required to break the encryption of a
message based on the key length.

Table 8 Statistical Time Required to Break Encryption

Key Length Number of Possible Approximate Time to
Keys Break the Encryption
40 Bits (Exportable RC2/RC4) 1 Trillion 3.5Hours
56 Bits (DES) 72 Quadrillion 2 Months
128 Bits (RC2/RC4) 340 Decillion 1.6 Trillion Years
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Public Key Encryption

Public key encryption (also called asymmetric encryption) involves a pair of keys—a public
key and a private key—associated with an entity that needs to authenticate its identity electron
ically or to sign or encrypt data. Each public key is published, and the corresponding private
key is kept secret. Data encrypted with your public key can be decrypted only with your pri-
vate key.

Public key cryptography facilitates the following tasks:

B Tamper detection allows the recipient of information to verify that it has not been modi-
fied in transit. Any attempt to modify data or substitute a false message will be detected.

B Authentication allows the recipient of information to determine its origin— that is, to con-
firm the sender's identity.

B Non-repudiation prevents the sender of information from later claiming that the informa-
tion was never sent.

Digital Signatures

It is possible to use a private key for encryption and a public key for decryption. Although this
is not desirable when encrypting sensitive information, it is a crucial part of digitally signing
any data. Instead of encrypting the data itself, the signing software creates a one-way hash of
the data and then uses a private key to encrypt the hash. The encrypted hash, along with othe
information, such as the hashing algorithm, is known as a digital signature.
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Certificates

A certificate is an electronic document used to identify an individual, a server, acompany, or
some other entity and to associate that identity with a public key. A certificate provides recog-
nized proof of a person’s identity. Public key cryptography uses certificates to address the
problem of impersonation. There are two kinds of certificates:

B Regular Certificates: certificates that have been authenticated by an authenticating service,
such as a certificate authority

B Chain Certificates: certificates that have been authenticated by other certificates that have
been authenticated by an authenticating service

A Certificate Authority (CA) is an entity that validates identities and issues certificates. They
areissued by either independent third parties or independent organizations operating their own
certificate-issuing server software (such as Netscape Certificate Server). The methods used to
validate an identity vary, depending on the policies of agiven CA. In general, beforeissuing a
certificate, the CA must use its published verification procedures for that type of certificate to
ensure that an entity requesting a certificate is authentic.

Register Certificates

The certificate issued by the CA binds a particular public key to the name of the entity that the
certificate identifies (such as the name of an employee or a server). Certificates help prevent
the use of fake public keys for impersonation. Only the public key certified by the certificate
will work with the corresponding private key, which is held by the entity identified by the cer-
tificate.

In addition to a public key, a certificate always includes the name of the entity it identifies, an
expiration date, the name of the CA that issued the certificate, a serial number, and other infor-
mation. Most importantly, a certificate always includes the digital signature of the issuing CA.

The digital signature of the issuing CA allows the certificate to function as a “letter of intro-
duction” for users who know and trust the CA.

Chain Certificates

Chain certificate allows a chain of trust to be created. Each certificate in the chain attests to the
identity of the previous certificate. The final certificate will be a certificate that has been
authenticated by a trusted CA. For example, client A trusts the CA, and the CA trusts client B,
therefore, client A trusts client B.
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Example SSL Transaction

The stepsinvolved in an SSL transaction can be done with a server or an iSD100-SSL. They
are summarized as follows:

1. Theclient sendsthe following information to the server or iISD100-SSL: SSL version number,
cipher settings, randomly generated data, and other information that the server needs to com-
municate with the SSL client.

2. Theserver or iSD100-SSL sends the following information to the client: SSL version number,
cipher settings, randomly generated data, and other information needed to communicate with
the server over SSL. The server also sends its own certificate and, if the client is requesting a
server resource that requires client authentication, requests the client’s certificate.

3. Theclient uses some of the information sent by the server or iISD100-SSL to authenticate the
server or iSD100-SSL. If the server or iSD100-SSL is not authenticated, the user is warned of
the problem and informed that an encrypted and authenticated connection cannot be estab-
lished. If the server or iISD100-SSL is successfully authenticated, the client goes on to Step 4.

4. Theclient (with the cooperation of the server or iISD100-SSL, depending on the cipher being
used) creates the premaster secret for the session, encryptsit with the server'sor iSD100-SSL's
public key (obtained from the server's or iSD100-SSL’s certificate, sent in Step 2), and sends
the encrypted premaster secret to the server or iISD100-SSL.

5. If the server or iSD100-SSL has requested client authentication (an optional step in the hand-
shake), the client also signs another piece of data that is unique to this handshake and is know
by both the client and server or iISD100-SSL. In this case the client sends both the signed dat:
and the client's own certificate to the server or iISD100-SSL along with the encrypted premas-
ter secret.

6. If the server or iISD100-SSL has requested client authentication, the server or iISD100-SSL
attempts to authenticate the client. If the client is not authenticated, the session is terminated. I
the client can be successfully authenticated, the server or iISD100-SSL uses its private key to
decrypt the premaster secret, then performs a series of steps (which the client also performs,
starting from the same premaster secret) to generate the master secret.

7. Both the client and the server or iISD100-SSL use the master secret to generate the session ke
which is a symmetric key. It is used to encrypt and decrypt information exchanged during the
SSL session and to verify its integrity—that is, to detect any change in the data between the
time it was sent and the time it is received over the SSL connection.

8. The client informs the server that future messages from the client will be encrypted with the
session key. The client then sends a separate (encrypted) message indicating that the client pt
tion of the handshake is finished.
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9. Theserver or iSD100-SSL informs the client that future messages from the server will be
encrypted with the session key. It then sends the client a separate (encrypted) message indicat-
ing that the server or iSD100-SSL portion of the handshake is finished.

10. The SSL handshake is now complete, and the SSL session begins. The client and the server or
iSD100-SSL use the session keysto encrypt and decrypt the datathey send to each other and to
verify dataintegrity.

Figure 10 illustrates these steps as performed by the iSD100-SSL.

. [r Client connects to iISD100-SSL using a Client Hello
B g "'0 &)

Client iSD100-SSL responds to Server Hello selecting iISD100-SSL
the SSL options

HTTP, FTP iSD100-SSL sends Public Key in ServerKeyEchange
Telnet, efc. ] qguimessade o certificate kP Telnet, etc.

Server Hello done

5 Client key exchange

Yyvyy

Change Cipher spec
- P TCP/IP

Finished

Figure 10 SSL Handshake Procedure
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APPENDIX B

Supported Ciphers

TheiSD100-SSL supports only RSA key exchange under SSL version 3.0. Table 9 liststhe
ciphers supported by this product.

Table 9 Supported Ciphers

Name Protocol Key Exchange Encryption MAC
Authentication
DES-CBC3-SHA SSLv3 RSA 3DES SHA1
IDEA-CBC-SHA SSLv3 RSA IDEA(128) SHA1
RC4-SHA SSLv3 RSA RC4(128) SHA1
RC4-MD5 SSLv3 RSA RC4(128) MD5
DES-CBC-SHA SSLv3 RSA DES(56) SHA1
EXP-DES-CBC-SHA SSLv3 RSA DES(40) SHA1
EXP-RC2-CBC-MD5 SSLv3 RSA RC2(40) MD5
EXP-RC4-MD5 SSLv3 RSA RC4(40) MD5
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Building Keys and Certificates

The Secure Sockets Layer (SSL) protocol runs above the TCP/IP protocol and below higher-level
protocolssuchasHTTP or IMAP. SSL uses TCP/IP on behalf of the higher-level protocols and,
in the process, alows an SSL-enabled server to authenticate itself to an SSL-enabled client. The
client then authenticates itself to the server, and both machines establish an encrypted connection.
This chapter provides steps for using the iSD100-SSL for SSL transactions.

TheiSD100-SSL accelerator only supports certificates created using Apache-SSL, OpenSSL
or Stronghold SSL. The certificates must conform to the X.509 standard. You can create a new
certificate, or use an existing certificate. The basic steps to create a new certificate are:

B Create aprivate/public key pair using Apache-SSL or the Apache interface to OpenSSL
(mod_ssl)

B Generate a Certificate Signing Request (CSR) and send it to a Certificate Authority (such
as Entrust or Verisign) for certification

B Input the signed certificate with the private key into the iSD100-SSL

Creating a Public/Private Key Pair

NOTE — It isassumed that you will be creating the paired keys on a UNIX-based server.

This process will differ depending on the Certificate Authority (CA). There are a number of
utilities that assist in making public/private keys. It isrecommended that you contact the CA to
see what utility is supported.

In the following example, generate the key pair and CSR using a utility named OpenSSL,
which isinstalled when building Apache-SSL.:

1. Createthreefileson thehard driveof your UNIX-based Web server, named F1, F2 and F3.

2. Generatea 1024-bit RSA key pair and storeit in thefile servernamekey:

openssl genrsa -rand F1: F2: F3 1024 >servername. key
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Generating and Submitting a CSR to a CA

1. Generatethe CSR. At the UNIX server shell prompt, enter:

openssl req -new -key servername. key -out servername. cSr

2. When prompted, enter the information toincludein your Web server Distinguished
Name (DN), asfollows:

B Country code: The two-letter ISO abbreviation for the country where the Web server is
located.

B State or Province: Thisisthe name of the state or province where the head office of the
organization islocated. Enter the full name of the state or province.

B Locdity: The name of the city where the head office of the organization is located.

B Organization: The registered name of the organization. This organization must own the
domain name that appears in the common name of the Web server. Do not abbreviate the
organization name and do not use any of the following characters:

<>~ @#$*/ \ () 7

B Organizational unit: The name of the department or group that uses the secure Web server.

B Common name: The name of the Web server asit appearsin the URL. This name must be
the same as the domain name of the Web server that is requesting a certificate. If the Web
server name does not match the common name in the certificate, some browsers will
refuse a secure connection with your site. Do not enter the protocol specifier (http://)

or any port numbers or pathnamesin the common name. Wildcards (such as* or ?) and IP
address are not allowed.

3. TheCSRiscreated and stored in afilewith a. csr extension.
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4. Open and copy the CSR.

In atext editor, open the servername.csr filethat contains the CSR. It should appear similar
to the following:

----- BEA N NEW CERTI FI CATE REQUEST- - - - -

M | SDO U km sRRI kSI | skj auASKJI al OSI SLKj wBgN
VBAgTDFdI c3R cmdgQFwWZTESVBAGALUEBX MJ QRFWZS
BUb3duMRQMEg YDVQQRKEW PcHBvcnR1bm 0aTEYMBYGA
1UECxMPT25saVBl | FNI cnZpY2Vz MRowGAYDVQQDEX F3
d3cuzZnmlyd2FyZC5j by 56 YTBaMAOGCSqGSI b3DQEBAQU
AAAKI mLKSul j SO j sf BWISW.HDY GABJ+Pobi C9d7S6p
DvAj uy C+dPANLOd91t XdnRj 190D1kgDoSp5Zy GSgwlh
2V7di uuPl HDAgEDo AAWDQYJ KoZI hv c NAQEEBQADQQBS
8LSLKknl skl SSLI wor r r 334ZmXD1Av Ui uDPCW FupRe
i q7URBZOwW JUUsI | kf g/ I uul | z6oCq6ht dH7/ t vKhh
----- END NEW CERTI FI CATE REQUEST- - - - -

Copy theentire CSR, including the - - - - - BEG N NEW CERTI FI CATE REQUEST- - - - - "
and - ---END NEW CERTI FI CATE REQUEST- - - - - " lines.

Submit the CSR to Entrust, Verisign, or any other CA.

The process for submitting the CSR varies with each CA. Use your Web browser to access
your CA's Web site and follow the online instructions. When prompted, paste the CSR into the
space provided on the CA's online request process.

The CA will return the signed certificate for installation. The certificate is then ready to be
entered into the iISD100-SSL.
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Adding Certificates to the iISD100-SSL

Using the encryption capabilities of the iSD100-SSL requiresinstalling a key and certificate

that conformsto the X.509 standard into the iSD100-SSL. This processis expedited by dis-

playing the desired key/certificate in a text editor and using the “copy and paste” method.
Complete the certificate by entering three periods in a row (...). This signals the iSD100-SSL
that the certificate is complete and ready for installation. There are three ways to install a cer-
tificate into the iSD100-SSL:

B Copy and paste the key/certificate
B TFTP the key/certificate
B Import an existing key/certificate from a server

Using Copy and Paste to Add Certificates and Keys
The following steps demonstrate how to add a certificate using the copy and paste method.

1. OntheWeb switch CLI, accessthe SSL Offload Application Menu:

‘#/cfg/isd/ssl ‘

2. Enter thefollowing command toinitiate adding a certificate:

‘ >> SSL Offl oad Application# addcrt ‘

3. Enter theVirtual IP (VIP) addressfor the certificate when prompted.

Enter VIP address: <virtual IP address>

4. Pastethe certificateinto the Web switch prompt.

Open the certificate in a text editor and copy the entire contents. Then, paste the contents into
the Web switch prompt.

NOTE — The iSD100-SSL does not support 11S private keys or encrypted private keys.
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5. Finally, enter threedots(. . . ) on anew line at the end of the pasted certificate to signal
the end of the certificate/key pair. For example:

----- BEG N PRI VATE KEY-----

M I SDAO U km sRRI kSI | skj auASKJI al OSI SLKj wBgN
VBAgTDFdI c3R cmdgQ@FWZTESVBAGALUEBX M QRFWZS
BUb3duMRQMEg YDVQKEWM PcHBvcnR1bm 0aTEYMBYGA
1UECxMPT25saVBl | FNI cnZpY2Vz MRowGAYDVQQDEX F3
d3cuzmlyd2FyZC5j by 56 YTBaMAOGCSqGS| b3DQEBAQU
AAAKI mLKSul j SO j sf BWISW.HD/ G4BJ+Pobi C9d7S6p
DvAj uyC+dPANL0d91t XdnRj 190D1kgDoSp5Zy GSgwdh
2V7di uuPl HDAgEDoAAWDQYJ KoZI hv c NAQEEBQADQBS
8LSLKknl skl SSLI wor r r 334ZnmXD1Av Uj uDPCW FupRe
i g7URBZOwW JUUs!I | kf g/ I uul | z60Cq6ht dH7/ t vKhh
----- END PRI VATE KEY-----

----- BEG N CERTI FI CATE -----

M I SDO U km sRRI kSI | skj auASKJI al OSI SLKj wBgN
VBAgTDFdI c3R cmdgQ@FWZTESVBAGALUEBX M QRFWZS
BUb3duMRQMEg YDVQKEWM PcHBvcnR1bm 0aTEYMBYGA
1UECxMPT25saWBl | FNI cnZpY2Vz MRowGAYDVQQDEX F3
d3cuzmlyd2FyZC5j by 56 YTBaMAOGCSqGS| b3DQEBAQU
AAAKI mLKSul j SO j sf BWISW.HD/ G4BJ+Pobi C9d7S6p
DvAj uyC+dPANL0d91t XdnRj 190D1kgDoSp5Zy GSgwdh
2V7di uuPl HDAgEDoAAWDQYJ KoZI hv c NAQEEBQADQBS
8LSLKknl skl SSLI wor r r 334ZnmXD1Av Uj uDPCW FupRe
i g7URBZOwW JUUs!I | kf g/ I uul | z60Cq6ht dH7/ t vKhh
----- END CERTI FI CATE -----

NoTE — Depending on the type of certificate the CA generates (register or chain), your certifi-
cate may appear substantially different from the one shown above. Be sure to copy and paste
the entire contents of the certificatefile.
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Using TFTP to Add Certificates
The following is a example of how to input a certificate into the iISD100-SSL using TFTP.

1. Put thecertificatefile onto your TFTP server.

NOTE — The certificate must be stored in afile named for the virtual server |P address where
the certificate will be used. For example,92. 168. 10. 100".

2. OntheWeb switch CL1, accessthe SSL Offload Application Menu:

‘#/cfg/isd/ssl ‘

3. Enter thefollowing command toinitiate adding a certificatevia TFTP:

‘>> SSL O fload Application# tftpcrt ‘

4. Enter thelP addressof the TFTP server that contains the certificate.

Enter | P address of tftp server: <TFTP server IP address>

5. Enter thevirtual IP addressfor the certificate being added.

Enter certificate filename (as virtual |P address):

The iISD100-SSL is now ready to start SSL transactions.
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Importing an Existing Key/Certificate from a Server

You can import an existing key/certificate pair from a server. The iSD100-SSL accel erator
only supports keys created with Apache-SSL, or the Apache interface to OpenSSL. Keys cre-
ated with Netscape Server cannot be moved to another device.

NOTE — Keys created for 11S have to be transformed before they can be moved to another
device. Thisprocessis error prone and does not work very smoothly.

Apache-SSL Key
1. Changedirectory to $APACHESSLROOT/ conf / ht t pd. conf
2. Look for nod_ssl| defaultsin $APACHESSLROOT/ cert s/ *. key

3. Copy and pastethekey fileintotheiSD100-SSL . For moreinformation, see “Using Copy
and Paste to Add Certificates and Keys” on page 66

Apache-SSL Certificate

1. Change directory to$APACHESSLROOT/ conf/ ht t pd. conf for location of the
*, cert file

2. Apache-SSL, defaults tdbAPACHESSLROOT/ cert s/ *. cert

3. Copy and paste the certificate file into the iISD100-SSL, after the key file.

OpenSSL Key (Apache interface)
1. Change directory to$APACHERQOT/ conf / ht t pd. conf
2. Look for nod_ssl defaults in$APACHEROOT/ conf / ssl . key
3. Copy and paste the key file into the iISD100-SSL. For more information, séidsing Copy
and Paste to Add Certificates and Keys” on page 66
OpenSSL Certificate (Apache interface)
1. Change directory to$APACHEROOT/ conf / htt pd. conf for location of the*. crt file
2. Look for nod_ssl| defaults to$APACHEROOT/ conf/ssl .crt/*.crt

3. Copy and paste the certificate into iISD100-SSL, after the key file.
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APPENDIX D
Troubleshooting

This chapter lists probable causes and defines possible solutions for basic problems that may
occur with the iSD100-SSL. This chapter also provides a section on performing diagnostics
through the iSD100-SSL console.

Basic Solution Checklists

Offload Server Management Problems
B Cannot pi ng aniSD100-SSL IP interface
B Switch cannot discover the iSD100-SSL

Possible Causes
B Incorrect switch |P interface configuration
B Link state connection of the port pi nging station is down

B Switch IPinterface address is used by some other device in the network

Actions

B Check/ cfg/ip/cur for IPinterface address, subnet mask, and default gateway config-
uration

B Check that the IP interfaces are enabled
B Check/ i nfo/link to verify that the management port link is “up”

B Check for duplicate IP addresses
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Console Diagnostics

The console port is used for diagnostics on the iSD100-SSL. Although connected in the same
manner as any Alteon WebSystems switch, the console port will not accept iSD100-SSL con-
figuration commands.

Connecting a Terminal to the iISD100-SSL
To establish a console (DCE) connection with an iSD100-SSL, the following is required:

B  AnASCII termina or acomputer running ASCII terminal emulation software set to the
parameters shown in the table below:

Table 10 Console Configuration Parameters

Parameter Value
Baud Rate 9600
DataBits 8
Parity None
Stop Bits 1

B Console Cable

The switch console port accepts a straight-through serial cable with a male DB9 connector.

Table 11 Pinouts for DB9 Serial Connector

DB9 Serial Connector Pin Description

DCD
RxD
TxD
DTR
Ground
DSR
RTS
CTS
Not used

O©CoO~NOOOPA~WNPRF
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Figure 11 and Figure 12 show the pin assignments for the console to use to configure
serial cablesto terminal connectors with 9-pin or 25-pin connectors.

Console Port PC Serial Port
9-pin Connector 9-pin Connector

1 ——» 1 DCD
—» 2* RxD
44— 3* TxD
44— 4 DTR
—» 5* Ground
—» 6 DSR
4 — 7 RTS
8§ ——  » 8 CTS

* Only the pins for RxD, TxD, and Ground are required.

~NOoO O WN

Figure 11 9-pin to 9-pin Connector Pin Assignments

Console Port PC Serial Port
9-pin Connector 25-pin Connector

3 44— 2* TxD
—» 3* RxD
44— 4 RTS
—» 5 CTS

6 DSR

—» 7* Ground

—» 8 DCD

<4—— 20 DTR

AP OO 00NN

* Only the pins for RxD, TxD, and Ground are required.
Figure 12 9-pin to 25-pin Connector Pin Assignments

NOTE — Console cables are not intended for permanent install ation and should be disconnected
when not in use.

Establishing a Console Connection
1. Connect aterminal tothe Console port using the serial cableincluded with the unit.
2. Power on theterminal.
3. Toestablish the connection, press <Enter> on your terminal.
4. Enter the password when prompted (the default r oot password isal t eon).
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System Diagnostics
Perform the following diagnostics once logged in on the consol e port:

B SSL Offload Hardware Diagnostic

csdiag -i <0 or 1 for thecard number>

B Certificates
Thiswill show if the certificate isinstalled in the iSD100-SSL.

cat /home/ ssl -proxy/ confi g/ <virtual IP address>

B Network Diagnostics
To check if the iSD100-SSL has a | P address:

ifconfig ethO

To check if the virtual server isworking:

‘ pi ng <virtual IP address> ‘

To check for error messages:

‘cat [var/log/ssllogfile ‘

To check if theiSD100-SSL is getting network traffic:

‘ipchains-L-v ‘

B General Diagnostics

Enter the following command:

[usr/local /bin/isddiag. sh <IP1> <IpP2>

Where <IP1> isthe |P address of the iSD100-SSL, and <1P2> isthe address to ping and
the default route for the iISD100-SSL.

NOTE — The iSD100-SSL will reboot after this command.
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APPENDIX E

Specifications

Physical Characteristics

Characteristic

Measurement

Height

Width

Depth

Weight

Processor

SDRAM (ECC) memory
L2 Cache (Internal)
Compact Flash Disk
Drive Bay

Expansion Slot (available)

44.45 mm (1.75 inches), 1U

431.8 mm (17 inches)

457.2 mm (18 inches)

4.1 kg (9 pounds)

Intel Pentium Ill-Low Power-Up to 500MHz
Up to IGB
256KB ECC 64-bit wide
Up to 192 MB

One or two 3.5" hard disks

2 full-size PCI
1x half-size PCI
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Supported Standards

Logical Link Control (IEEE 802.2)
10Base-T/100Base-TX (IEEE 802.3, 802.3u)
1000Base-SX (IEEE 802.32)

IP
TFTP (RFC 783)

Port Specifications

Port Connector Media Maximum Distance
10Base-T RJ45 Cat. 3,4,0or 5UTP 100 meters (328 feet)
100Base-T RJ}45 Cat. 5UTP 100 meters (328 feet)
1000Base-SX SC full-duplex  Shortwave (850 nm):
62.5 micron multimode fiber 2 to 275 meters (6.5 to 902 feet)
50 micron multimode fiber 2- to 550 meters (6.5 to 1804 feet)
Console (DCE) FemaeDB-9 RS-232C (serial) 25 meters (80 feet)

Power Requirements

Specification

Measurement

AC Power Power Supply

Input Voltage

ATX150W AC

90-260VAC auto-switch 47-63Hz

DC Power Power Supply

Input Voltage

ATX150W DC-48

-42 to -56VDC (-48VDC nominal)
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Environmental Specifications

Condition Operating Specification Storage Specification
Temperature 0° to +45°C (32°F to 133°F) -40°C to +70°C (-40°F to 158°F)
Relative humidity 5-95% @ 40° (5-95% @ 104°F) 0-95% @ 40°C (0-95% @ 104°F)
Altitude up to 3,048 meters (10,000 feet) up to 9,114 meters (30,000 feet)
Shock 15G, 11ms duration 30G, 11ms duration

(half-sinus / 6-axis) (half-sinus / 6-axis)
Vibration 1G, +/- .15mm, 10-58Hz 2G, +/- .3mm, 10-500 Hz

(sinus / 6-axis) (sinus / 6-axis)
Acoustic Noise <50dB at 1m in front of the system at full load

Certifications

Category Compliance

Emissions (EMC) FCC CFR 47, Part 15, Class A
VCCI, Class A
Industry Canada, Class A
CE EN-55022, EN-55024, EN-61000-4-2, EN-61000-4-3, EN-61000-4-4,
EN-61000-4-5, EN-61000-4-6, EN-61000-4-8, EN-61000-4-11
BSMI CNS 13438 Class A
AS/NZS 3548 Class A

Safety UL 1950
CSA 22.2 No. 950
IEC 60950, with all NCB Member Differences*
EN 60950
IEC 60825-1

*NCB (National Certified Bodies) Member countries: Austria, Australia, Belgium, Canada, Switzer-
land, China, Czech Republic, Germany, Denmark, Spain, Finland, France, United Kingdom, Greece,
Hungary, Ireland, Israel, India, Italy, Japan, Republic of Korea, The Netherlands, Norway, Poland, Rus-
sia, Sweden, Singapore, Slovenia, Slovakia, United States of America, South Africa
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APPENDIX F
License Information

Alteon

OpenSSL License I ssues

The OpenSSL toolkit stays under adual license, i.e. both the conditions of the OpenSSL License and the original
SSL eay license apply to the toolkit. See below for the actual license texts. Both licenses are actually BSD-style Open
Source licenses. In case of any license issues related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL License Copyright © 1998-1999 The OpenSSL Project. All rights reserved. Redistribution and use in source
and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions, and the following disclaimer

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: “This
product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http:/www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products derived
from this software without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names with-
out prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: “This product includes soft-
ware developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-

ITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPE-
CIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCURE-
MENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT

OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes soft-
ware written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved. This package is an SSL implementation
written by Eric Young (eay@cryptsoft.com). The implementation was written so as to conform with Netscape SSL.
This library is free for commercial and non-commercial use as long as the following conditions are adhered to. The
following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just
the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms except
that the holder is Tim Hudson (tjh@cryptsoft.com). Copyright remains Eric Young's, and as such, any Copyright
notices in the code are not to be removed. If this package is used in a product, Eric Young should be given attribution
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as the author of the parts of the library used. This can be in the form of atextual message at program startup or in doc-
umentation (online or textual) provided with the package. Redistribution and use in source and binary forms, with or
without modification, are permitted, provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, thislist of conditions, and the following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist of conditions, and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
“This product includes cryptographic software written by Eric Young (eay @cryptsoft.com)”. The word “crypto-
graphic” can be left out if the routines from the library being used are not cryptographic related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code), you
must include an acknowledgement: “This product includes software written by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED WARRAN-
TIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFT-
WARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publicly available version or derivative of this code cannot be changed. That
is, this code cannot simply be copied and put under another distribution licence [including the GNU Public Licence.]

GNU General Public License

Version 2, June 1991

Copyright © 1989, 1991 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work that contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The “Program,” below, refers to any such program or work. A
“work based on the Program” means either the Program or any derivative work under copyright law: that is, a work contain-
ing the Program or a portion of it, either verbatim or with modifications and/or translated into another language. (Kereinafter
translation is included without limitation in the term “modification.”) Each licensee is addressed as “you.”

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the output from the Program is covered only if its contents consti-
tute a work based on the Program (independent of having been made by running the Program). Whether that is true
depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, pro-
vided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of
warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and give any other
recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1, above, provided that you also meet
all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any chang
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b) You must cause any work that you distribute or publish in whole or in part that contains or is derived from the Pro-
gram or any part thereof, to be licensed as awhole at no charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it (when started running
for such interactive use in the most ordinary way) to print or display an announcement, including an appropriate copy-
right notice and a notice that there is no warranty (or else, saying that you provide awarranty), and that users may
redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: If
the Program itself isinteractive but does not normally print such an announcement, your work based on the Programis
not required to print an announcement.)

These requirements apply to the modified work asawhole. If identifiable sections of that work are not derived from the Pro-
gram and can be reasonably considered independent and separate works in themselves, then this License, and itsterms, do
not apply to those sections when you distribute them as separate works. But when you distribute the same sections as part of
awhole which isawork based on the Program, the distribution of the whole must be on the terms of this License, whose per-
missions for other licensees extend to the entire whole, and thus to each and every part regardless of who wroteit.

Thus, it is not theintent of this section to claim rights or contest your rights to the work written entirely by you; rather,
the intent isto exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with awork based on the
Program) on avolume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or awork based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2, above, provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at |least three years, to give any third party (for a charge no more than your
cost of physically performing source distribution) acomplete machine-readabl e copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2, above, on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alter-
nativeis allowed only for noncommercial distribution and only if you received the program in object code or execut-
able form with such an offer, in accordance with Subsection b, above.)

The source code for awork means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modulesit contains, plus any associated interface defini-
tion files, plusthe scripts used to control compilation and installation of the executable. However, asa special exception,
the source code distributed need not include anything that is normally distributed (in either source or binary form) with
the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable. If distribution of executable or object code is made by offering access to
copy from adesignated place, then offering equivalent accessto copy the source code from the same place counts as dis-
tribution of the source code, even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void and will automatically terminate
your rights under this License. However, parties who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permis-
sion to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not
accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all itsterms and conditions for copying, distributing or modify-
ing the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receivesa
license from the original licensor to copy, distribute, or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.
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7. If, asaconsequence of a court judgment, or allegation of patent infringement, or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the con-
ditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so asto sat-
isfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of
the Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy
both it and this License would be to refrain entirely from distribution of the Program. If any portion of this section is
held invalid or unenforceable under any particular circumstance, the balance of the section isintended to apply and the
section as awhole isintended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest valid-
ity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which isimplemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system. It is up to the author/donor to
decideif he or she iswilling to distribute software through any other system and a licensee cannot impose that choice.
This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from timeto

time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new prob-

lems or concerns. Each version is given adistinguishing version number. If the Program specifies a version number of

this License which applies to it and “any later version,” you have the option of following the terms and conditions
either of that version or of any later version published by the Free Software Foundation. If the Program does not spec
ify a version number of this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs in which distribution conditions are different,
write to the author for permission. For software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PRO-
GRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN
WRITING, THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIM-

ITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PUR-
POSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVIC-
ING, REPAIR, OR CORRECTION.

12. IN NO EVENT, UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING, WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PRO-
GRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPE-
CIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INAC-
CURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS.
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